MuHoB6pHayku Poccum
®EAEPANTBHOE TOCYAAPCTBEHHOE BIOAXETHOE OBPA3OBATE/IbHOE YYPEXXOEHUE BbICLUEFO OBPA3OBAHUA
«BOPOHEXCKUMN rOCYOAPCTBEHHbBIA YHUBEPCUTET»
(dre0Y BO «BrY»)
YTBEPXAAIO
3aBeaytowmin kKadbeapon
Bopucos Amutpuii Hukonaesny
Kadeapa MHGOPMaALLMOHHBIX CUCTEM
28.02.2022
PABOYAA NPOrPAMMA YYEEHOW AUCLUUNIUHDI

51.0.41 3auwmTa B oNepaLMOHHbIX CMCTEMAX

1. Kog 1 HaumeHoBaHWe HanpaB/eHWA NOArOTOBKU/cneLmanbHOCTU:

10.05.01 KomnbloTepHas 6e30nacHOCTb

2. Mpodunb nogrotoBKu/cneumnanmsayma:

AHanun3 6e30MacHOCTM KOMMbIOTEPHbIX cUcTeM, MaTemaTuyeckme MmeToapl 3aLwmTbl MHGOpMaL MM
3. KBanudukaums (cteneHb) BbINyCKHUKaA:

Cneuyanuct

4. dopma obyueHus:

OyHan

5. Kadeppa, otBeualowan 3a peannsauuio gUCLUNINHDI:

Kadenpa nHbopmaLMOHHbIX CUCTEM

6. CocraButenu nporpammbi:

CaBunHKoB AHApen FOpbesuy, 4.T.H., npodeccop

7. PeKomeHAaoOBaHa:

npotokon HMC ®KH Ne 3 o1 25.02.2022

8. YyebHbliii roa;:

2024-2025

9.Uenu n 3agaum yue6HoOM ANCLUNIUHDI:

O6yyeHue CTyAeHTOB MPUHLMMNAM NOCTPOEHMA 3aWmTbl MHGOopMauun B OC 1 aHaM3a HAZEXKHOCTM UX 3aLLUUTDI.
OcCHOBHble 334341 AUCUMNANHDI:

e nonydyeHue 6a30BbiX 3HAHUI O MPUHLMMIAX NOCTPOEHNA noacucTem 3awmTbl B OC pasIMUHON apXUTEKTYPbI;
®  3HAaKOMCTBO CO CPeACTBaMM U METOAAMM HECAHKLIMOHMPOBAHHOIo AoCTyna K pecypcam OC;

e BbipaboTKa cMCTeMHOro NnoaxoAa K npobaeme 3awmtbl nHdopmaumm 8 OC;

e  OB/JageHME MeXaHW3MaMM 3aLWnTbl MHGOPMALMMU U U3YYEHNE BO3MOMKHOCTEN MO UX NPEOA0NEHMIO.

10. MecTo yueb6HOM AUCLUUNANHDI B CTPYKTYype OON:

OucumnavHa obsasatenbHol yactu (61.0). BxogHble 3HaHMA: «OnepaLmoHHbIe CUCTEMbI»



11. NnaHupyembie pe3ynbTaTtbl 06yueHUa No gucunnanHe/moaynio (3HaHUA, yMEHUA, HaBbIKM), COOTHECEHHDbIE C
nnaHUpyembiMU pe3ynbTaTaMu 0CBOEHUA 06pa3oBaTeibHOM NporpaMmmbl (KOMNETEHUMAMM BbiMYCKHUKOB) U

UHAUKATOPaMU UX OO0CTUXKEHUA:

Kopa v Ha3BaHMe KomneTeHLmnmn

OlK-9 CnocobeH peluaTtb 3a4aumn
npodeccnoHaNnbHOW AeATebHOCTU C
YYETOM TEKYLLEro COCTOAHMUA U TeHAEHL N
pPa3BUTUA METOLOB 3aLWUTbl UHPOPMaLLUK
B ONepaLMOHHbIX CUCTEMAX,
KOMMNbIOTEPHbIX CETAX U CUCTEMAX
ynpaBneHus 6a3amm SaHHbIX, a TaKKe
MeTOL0B U1 CPeaCTB 3anTbl MHGOopMaL MK
OT YTEYKU NO TEXHNUYECKMUM KaHaaM,
ceTel U cucTem nepeaadm MHobopmauuu;

OMK-9 CnocobeH peluaTtb 3a4aumn
npodeccroHaIbHOWN AeATeNbHOCTU C
YYETOM TEKYLLEro COCTOAHMUA U TeHAEHL M
pa3BUTUA METOLOB 3aLWUTbl UHPOpMaLLMK
B OMEpPALMOHHbIX CUCTEMAX,
KOMMNbIOTEPHbIX CETAX U CUCTEMAX
ynpasaeHusa 6aszamm AaHHbIX, a TaKxe
MEeTOA40B U CPeacTB 3alnTbl MHPOPMaLLUM
OT YTEYKM MO TEXHUYECKMM KaHaNaMm,
ceTel U cucTem nepeaadv MHobopmauuu;

OMK-11 CnocobeH paspabatbiBaTb
NONIMTUKM Be30NacHOCTM, NONUTUKU
yrpasaeHUsa AOCTYNOM U
MHPOPMALLMOHHBIMM NOTOKaMU B
KOMMbIOTEPHBIX CUCTEMAX C Y4ETOM Yrpo3
6e3onacHoOCTM MHGOPMaLUM U
TpeboBaHUI No 3awmTe

nHbopmauuu;

OMK-11 CnocobeH paspabatbiBaTtb
NONIMTUKM Be30NacHOCTM, NONUTUKU
yrpasaeHusa AOCTYNOM U
MHPOPMALLMOHHBIMM NOTOKaMU B
KOMMNbIOTEPHbIX CUCTEMAX C Y4ETOM Yrpo3
6e3onacHoOCTM MHGOPMaLUM U
TpeboBaHWi1 No 3aluTe

MHpopmauunm;

OrlK-11 CnocobeH paspabatbiBaTtb
NONNTUKIM Be30NacHOCTM, NONUTUKU
ynpaBeHuUs JOCTYMOM U
MHPOPMALLMOHHBIMM NMOTOKaMM B
KOMMbIOTEPHbIX CUCTEMAX C Y4ETOM Yrpo3
6e30mnacHOCTU MHPOPMaLUN 1

Kog v Ha3BaHWe nHAMKaTopa
KOMMNeTeHuun

OlK-9.11 3HaeT OCHOBHble
TEHOEHLMN pa3BUTUA METOA0B
3aWmThl UHGOPMALUK B
onepaLMoHHbIX CUCTEMAX U
cucTemax ynpasaeHus 6asamm
OaHHbIX

OMK-9.12 3HaeT 0buwme u
cneumduUyecKme yrpossi
6e30nacHOCTN onepauMoHHbIX
CUCTEM U cUCTEM ynpasaeHus bas
OaHHbIX;

OlMK-11.6 3HaeT cpeacTBa u
MeTOAbl XPaHEHUA U nepesayu
ayTeHTUPUKALMOHHOM
nHdopmauum

OMNK-11.7 3HaeT OCHOBHblE
TpeboBaHMA K noacucteme
ayAnTa U NoAUTUKE ayamTa

OrlMK-11.8 3HaeT 3aWmTHbIE
MeXaHM3Mbl U CpeacTBa
obecneyeHunsa 6esonacHoOCTH
onepauMoHHbIX CUCTEM

3HaHMA, YMEHMSA, HaBblKM

3HaeT OCHOBHbIe TEHAEHLUN
pa3BMTUA METOL0B 3aLLUMNTbI
MHbOPMALMK B ONEPALNOHHbBIX
CUCTEMAX M CUCTEMAX
ynpasaeHua 6asamm gaHHbIX

3HaeT 06lwme 1 cneumduyeckmne
yrpo3bl 6e3onacHoCTH
onepaumoHHbIX CUCTEM U CUCTEM
ynpasneHua 6a3 gaHHbIX

3HaeT cpeacTsa 1 meToapl
XPaHeHMs U nepeaayn
ayTeHTUPUKALNOHHOM
nHbopmaLmn

3HaeT oCHOBHble TpeboBaHUA K
noAcucteme ayamrta v NonnTMKe
ayauta

3HaeT 3aWmTHbIe MeXaHU3MbI U
cpeacrtea obecneyeHus
6e3onacHOCTH onepaunoHHbIX
cncTem



TpeboBaHWiM No 3awmTe
nHdopmauuuy;

OMNK-11 CnocobeH pa3pabaTbiBaTb
NOINTUKK 6e30NacHOCTU, MONUTUKM
ynpaBaeHusa AOCTYNOM U
MHOOPMALMOHHBIMM NOTOKAMM B
KOMMbIOTEPHBIX CUCTEMAX C Y4ETOM Yrpo3
6e30MacHOCTM MHpOPMALUK U
TpeboBaHUI No 3awmTe

nHpopmauum;

OlK-11 CnocobeH paspabatbiBaTtb
NONNTMKIM Be30NacHOCTM, NONUTUKU
ynpasaeHusa AO0CTYNOM U
MHPOPMALLMOHHBIMW NMOTOKaMU B
KOMMbIOTEPHBIX CUCTEMAX C Y4ETOM Yrpo3
6e3onacHOCTM MHGOPMaLUM U
TpeboBaHUI No 3awmTe

nHbopmauuu;

OlK-12 CnocobeH agMUHUCTPUPOBATD
onepaLMoHHbIE CUCTEMbI U BbIMOHATD
paboTbl N0 BOCCTaHOBAEHUIO
paboTocnocobHOCTM NPUKNAAHOTO U
CMCTEMHOrO NPOrpPaMMHOro obecneyeHus;

OlK-12 CnocobeH agMUHUCTPUPOBATL
onepaLMoHHbIE CUCTEMbI U BbIMOHATD
paboTbl N0 BOCCTAHOBAEHUIO
paboTocnocobHOCTM NPUKNAAHOIO U
CMUCTEMHOTO NPOrpPaMMHOro obecneyeHus;

OlK-13 CnocobeH paspabatbiBaTtb
KOMMOHEHTbI MPOrpaMMHbIX 1
nporpammMHoO-annapaTHbIX CpeacTs
3aLLMTbl MHPOPMALIMKN B KOMMbHOTEPHbIX
cucTemax M NPoBOAUTL aHaIn3 UX
b6e3onacHocTy;

OrlK-13 CnocobeH paspabatbiBaTtb
KOMMOHEHTbI MPOrPaMMHbIX U
nporpaMmHo-annapaTHbIX CPeacTs
3aLLMTbl MHPOPMALMKN B KOMMBbIOTEPHbIX
cMcTEeMax M NPOBOAUTL aHANN3 UX
6e3onacHocCTy;

OMK-11.9 ymeeT popmynmpoBaTtb
M HacTpamBaTb NOJUTUKY
6€e30nNacHOCTU OCHOBHbIX
OonepaumMoHHbIX CUCTEM

OMK-11.10 ymeeTt
dopmymMpoBaTb U HacTpamBaTb
NOAUTUKY 6e30MacHOCTH
JIOKa/IbHbIX KOMMbIOTEPHbIX
ceTei, MOCTPOEHHbIX Ha Hbase
OCHOBHbIX OMEPALLMOHHbIX CUCTEM

OMK-12.2 3HaeT npuHLMNbI
pa3paboTKM cneumnanbHOro
nporpammHoro obecnevyeHus,
npesHasHa4YeHHOro s
NpeoAoNeHUA 3aLNTDI
COBPEMEHHbIX OMepaLoHHbIX
CUCTEM C UCMOJIb30BAHNEM UX
He0KYMEHTUPOBAHHbIX
BO3MOXHOCTEMN.

Ol1K-12.4 Bnageet HaBblkaMu
CMCTEMHOTO NPOrPaMMMPOBAHUA

OMNK-13.1 ymeeT popmynmpoBaTtb
M HacTpamBaTb NOJIUTUKY
6€30MacHOCTM OCHOBHbIX
onepaunoHHbIX CUCTEM

Orl1K-13.2 Bnageet HaBblkaMu
pa3paboTKM NPOrPaMMHbIX
MOZY/NEeN, peasn3yroLLnX 334a4u,
cBA3aHHble c obecrneyeHnem
6e30nMacHOCTN OnepauMoOHHbIX
CUCTEM PaCnpPOCTPAHEHHbIX
cemelcTB

12. O6vem AUCLUNAMHDI B 3a4ETHbIX eguHULax/yac:

YmeeT popmynmpoBsatb u
HacTpamBaTb NOJIUTUKY
6e30MacHOCTN OCHOBHbIX
onepaumoHHbIX CUCTEM

YmeeT dopmynmposatb U
HacTpamBaTb NOJUTUKY
6€30MacHOCTN IOKANbHbIX
KOMMbIOTEPHbIX CETEN,
MOCTPOEHHbIX Ha 6a3e OCHOBHbIX
OnNepPaLMOHHbIX CUCTEM

3HaeT NPUHLMMbI Pa3paboTKK
cneLmanbHOro NPOrpammMmHoro
obecneyeHus,
npeaHasHa4YeHHoro s
NpPeoAoNeHMA 3aLLNUTDI
COBPEMEHHbIX OMepaLOoHHbIX
CUCTEM C UCMOJIb30BAHNEM UX
HEeAOKYMEHTUPOBAHHbIX
BO3MOXKHOCTEM

Bnazeer HaBbIKaMu CUCTEMHOTO
nporpaMmmmMpoBaHms

YmeeT popmynmpoBaTthb n
HacTpamBaTb NOUTUKY
6€30MacHOCTM OCHOBHbIX
onepaunoHHbIX CUCTEM

BnageeT HaBblkamu pa3paboTKu
NPOrpaMMmMHbIX MOAYNEN,
peanunsyloLnx 3a4a4um,
cBA3aHHble c obecrneyeHnem
6€e30MacHOCTM onepaLyOHHbIX
CUCTEM PaCNPOCTPAHEHHbIX
cemencTs



3/108

dopma npomerKyTouHOI aTTecTaLmmu:

3ayeT C oLEeHKOM

13. TpyaoemkocCTb No Bugam yuyebHoii pabotbi

Bua yyebHom paboThbl

AyauTopHble 3aHATUA
JIeKUMOHHble 3aHATMA

MpaKTuyeckune 3aHATUA

NabopaTtopHble 3aHATUA
CamocTonTenbHasn paboTta

KypcoBas pabota

Mn POMEXKYTOHHaA aTTeCcTaumna

Yacbl Ha KOHTPOb

Bcero
13.1. Copaep)kaHue AUCLUNNUHDI
n/n HavmeHoBaHue CoaeprkaHue pasgena
pasgena OVNCUMNAUHDI
ANCUMNIUHDI
1. lekuum
1.1 OCHOBbI 3aLWUTbI Obwwme TpeboBaHMUA K
nHoopmauun B 3awmTe MHGopmaumu,
OnepaUnoHHbIX TEXHUYECKMe U
cmcTemax A4MUHUCTPATUBHbIE
MeTOAbl 3aLLMUTbI,
YPOBHMU foBepUs,
NOUTUKM
6e3onacHoctu, npodpuan
3aLWMThI
1.2 YnpasneHue O6beKTbl, CyObEKTbI U
40CTYyNnom MeToabl A0CTYNa,
MOZEeNu yrnpasaeHus
O0CTYMom,
M30/IMPOBaHHanA
nporpammuas cpesa
1.3 AyTeHTUdMKaumA dakTopbI
nosnb3oBaTenen u ayTeHTUPUKaLUmK,
nposepkKa XpaHeHWe naponen,
LLe/I0CTHOCTH ayTeHTUPUKauma no

nHdopmauun

OTKPbITOMY KaHany,

CemecTtp 6 Bcero
72 72
36 36
0 0
36 36
36 36
0
0 0
0
108 108

Peanunsaums pasgena AUCLUNANHDI C
MOMOLLbHO

OHNaMH-KypCa,

3YMK

https://edu.vsu.ru/course/view.php?id=15499

https://edu.vsu.ru/course/view.php?id=15499

https://edu.vsu.ru/course/view.php?id=15499
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1.5

1.6

1.7

1.8

2.

MpakTuyeckmne
3aHATUA

3.

NabopaTtopHbie
paboTbi

3.1

PasrpaHuyeHue
poctyna B Unix n
Unix-noao6Hbix
cucTemax

MeToabl 3aLuThbl
nHoopmauun B
Linux

MeToAbl 3aLuThbI
nHbopmauumn B
Windows

OcHOBbI ceTeBoM
b6e3onacHocTH

Ayaut B
onepaumoHHbIX
cucTemax

YnpasneHue

04HOPA30Bble MAPOH,
MHorodakTopHas
ayTeHTUOUKaLMA

basosasa moaenb
pasrpaHUYeHus focTyna
B UNIX-nog06HbIx
cucTemax, yvet
nosib3oBaTenel n
XpaHeHuWe naponeu,
perucTpaumn
nosb3oBaTenein 1 BXos, B
cucTemy,

PAM

Bo3amoxHOCTH
(capabilities) notokos B
Linux, ynpasneHue
BO3MOXHOCTAMM, CMINCKM
KOHTpoAA goctyna Linux,
OOMNONHUTENbHbIE
aTpubyTbl dainos,
nsonAuma (NpocTpaHcTea
MMeH) B Linux, cuctema
sudo, seccomp, SELinux,
AppArmor

[ecKkpmnTopbl 3aWnTbl U
MapKepbl 40CTyNa,
O/INLETBOPEHME, CMINCKN
KOHTpOASA A0CTyna B
Windows

MesKceTeBOM 3KpaH
(6panamayap)
Linux 1 Windows

ypHanbl ayanuta Linux n
Windows, ¢punbTpbl
ayauTa

Co3paHue yyeTHoM
3anucu, NpucoesuHeHne

https://edu.vsu.ru/course/view.php?id=15499

https://edu.vsu.ru/course/view.php?id=15499

https://edu.vsu.ru/course/view.php?id=15499

https://edu.vsu.ru/course/view.php?id=15499

https://edu.vsu.ru/course/view.php?id=15499

https://edu.vsu.ru/course/view.php?id=15499



3.2

3.3

3.4

3.5

3.6

3.7

3.8

3.9

no/sib3oBaTeNsiMmn B
Linux

KoHTponb
LLe/I0CTHOCTH
dannos B Linux

N3yyeHne PAM

N3yyeHune
BO3MOMKHOCTEM
(capabilities) Linux

N3yyeHne
M3onaumm
pecypcos Linux

N3yyeHune
noacuctemsl sudo

N3yueHune
noacucTembl
seccomp

N3yueHne
MeXCeTeBoro
3KpaHa Linux

N3yueHne
MeXaHM3MOB
orpaHuyeHus

K rpynne, 3ameHa
nporpammsl (060/104KH)
no/ab30BaTeNsl, CO34aHue
ncesAoNoNb30BaTENA
AN 3aMycKa Nporpammsl

BbluncieHne 1 npoBepKa
KOHTPO/IbHOM CyMMbl,
npoBepKa LLesIoCTHOCTH
nporpamMmsbl Npu 3anycke

Peanuszauma moayna
PAM, peanusytowero
ayTeHTUPUKALMIO NO
cepuiHoMy Homepy
ycTpoiictea USB

YcTaHOBKa
BO3MOKHOCTEWN
nporpammbl 4na
BbIMO/IHEHWSA
NPUBUAEIMPOBAHHbIX
aencreumin bes
MCNoNb30BaHMA root

Co3pgaHue
M30/IMPOBAHHOM CETEBOM
cpefsbl, co3gaHue
CeTeBoro TyHHena ans
AocTyna K
N30/IMPOBaHHON cpese,
yTunuTa unshare,
darnosas cuctema
/sys/fs/cgroup/

CospaHue npasuaa ana
KOHKPETHOro
nosnb3oBaTens

OrpaHuyeHue 3anycka
nporpamm 1 JocTyna K
darnam 3a cyet
peanusauum opunbTpa
CUCTEMHbIX BbI30BOB

CosfaHue npasun Ans
netfilter,
OrpaHMYMBaOLLNX
[OCTYN K OTAENbHbIM
ceTeBbIM MNPOTOKONAM U
nopTtam

Co3paHue npasun
NOJIMTUKM OTPaHUYEHUR
3anycKa nporpamm

https://edu.vsu.ru/course/view.php?id=15499

https://edu.vsu.ru/course/view.php?id=15499

https://edu.vsu.ru/course/view.php?id=15499

https://edu.vsu.ru/course/view.php?id=15499

https://edu.vsu.ru/course/view.php?id=15499

https://edu.vsu.ru/course/view.php?id=15499

https://edu.vsu.ru/course/view.php?id=15499

https://edu.vsu.ru/course/view.php?id=15499



3anycka nporpamm

B Windows

3.10 N3yueHne Co3paHue npasun ans https://edu.vsu.ru/course/view.php?id=15499
MeXKceTeBoro netfilter,
3KpaHa Windows OorpaHM4MBatoLLINX

[AOCTYN K OTAENbHbIM
ceTeBbIM MPOTOKO/1aM U
noprtam

13.2. Tembl (pa3gennbl) AUCLUUNAUHBI U BUAI 3aHATUIA

Ne HavmeHoBaHue JleKunoHHbIe MpakTnyeckme NabopaTopHble CamocTtoaTtenbHas Bcero
n/n  Tembl (pasgena) 3aHATUA 3aHATUA 3aHATUA paboTa
1 OcHOBbI 3aLWMThI 4 0 0 2 6

nHdopmauumn B
OonepaunoHHbIX
cucTemax

2 YnpasneHue 2 0 0 2 4
[0CTynom

3 AyTeHTUOMKaLmA 4 0 0 2 6
no/sib3oBaTesiei 1
npoBepKa
LLeNoCTHOCTH
nHdopmauun

4 Pa3srpaHnuenue 4 0 0 2 6
poctyna B Unix un
Unix-noao6HbIx
cmcTemax

5 MeToabl 3aWmThl 6 0 0 2 8
nHdopmauun B
Linux

6 MeToabl 3aWmThl 6 0 0 2 8
nHdopmauun B
Windows

7 OcHoOBbI ceTeBoM 6 0 0 2 8
b6e3onacHocTH

8 Ayaut B 4 0 0 2 6
onepaumoHHbIX
cmcTemax

9 YnpasneHue 0 0 2 2 4
Noab30BaTENAMM
B Linux

10 KoHTponb 0 0 2 2 4
LLe/I0OCTHOCTH
daninos B Linux



11 N3yuyeHne PAM 0 0 4 2 6

12 N3yueHne 0 0 4 2 6
BO3MOXKHOCTEMN
(capabilities) Linux

13 N3yueHne 0 0 6 2 8
n3onaumm
pecypcos Linux

14 N3yueHne 0 0 4 2 6
noacuctemol sudo

15 N3yueHne 0 0 4 2 6
noacucTembl
seccomp

16 N3yyeHune 2 2 4
MeXaHM3MOB
orpaHuyeHus
3anycKa nporpamm
B Windows

17 N3yyeHune 0 0 4 2 6
MeXKCceTeBoro
3KpaHa Linux

18 N3yyeHune 0 0 4 2 6
MeCeTeBoro
3KpaHa Windows

36 0 36 36 108

14. Metoguueckue ykasaHua aaa o6yyalowmxca no 0CBOEHUIO AUCLMNANHDI

OucumnnavHa TpebyeT paboTbl ¢ daitnamu-npeseHTaumMaMm NeKLMIA U COOTBETCTBYIOLWMMM rMaBaMmn PEKOMEHA0BaHHOM
OCHOBHOI NMTEPaTYpbl, a TaKXke, 0653aTe/IbHOrO BbIMOHEHWUA BCeX 1abOPaTOPHbIX 3a4aHNiA B KOMMNbIOTEPHOM K/acce.

CamocTosTenbHan paboTa NpoBOAMTCA B KOMMbIOTEPHbIX Knaccax PKH ¢ ncnonb3oBaHMEM METOAMYECKMX MaTepManos
pacrosioxeHHbIX Ha yuebHo-meToamnyeckom cepsepe PKH "\\fs.cs.vsu.ru\Library" 1 Ha cepsepe Moodle BIY
moodle.vsu.ru, BbINONHEHMEM 33434 KOHPUTYPUPOBaAHMA BUPTYyanusuposaHHoli UC. Bo Bpema camMocTosTe/IbHOM
paboTbl CTYAEHTbI UCMOb3YIOT 3/IEKTPOHHO-OUMBNOTEYHbIE CUCTEMbI, LOCTYMNHbIE HA NopTase 30HanAbHOM BrubanoTekn
BrY no agpecy www.lib.vsu.ru. YacTb 3agaHunit MOXKeT ObITb BbINONHEHA BHE ayAUTOPUIA Ha AOMALLUHEM KOMMbIOTEpPE,
noc/se KonMpoBaHMUA METOANYECKUX YKa3aHUN U Heobxogumoro MO ¢ yuebHo-meToamuueckoro cepsepa OPKH.

HpM MCNO1b30BaHUN ANCTAHLUMOHHbIX 06pa3OBaTefIbeIX TEXHOOTUIN U 9/1EKTPOHHOTO O6yLIEHMﬂ BbINMO/NIHATbL BCe
YKa3aHuA npenop,aBaTeneFl, BOBpeEMA NOAKIKYATbCA K online 3aHATUAM, OTBETCTBEHHO NOAXOAUTb K 3a4aHUAM ONA
CaMOCTOATEeNbHOM paGOTbI.

15. MepeyeHb OCHOBHOI U A0MNONHUTE/IBHOW NUTEPATYpPbI, PECYPCOB UHTEPHET, HE0H6X0AUMbIX 419 OCBOEHUSA

AVUCLMUNAUHDI
Ne NcTouHMK

n/n

1 TexHonoruu obecrneveHns 6e30MacHOCTU MHPOPMALIMOHHbBIX cUCTEM : ydebHoe nocobue / A. /1.

MapyxneHko, /1. 0. MapyxneHko, M. A. Eppemos 1 ap. — Mocksa ; bepauH : AnpekT-Meauna, 2021. — 210 c.



// 3BC YHusepcutetckaa bubnunorteka. — URL: https://biblioclub.ru/index.php?page=book_red&id=598988

6) AononHWUTebHaA AnTepaTypa:

Ne McTouHMK
n/n
1 Mpoxoposa, O. B. UHpopmaLmoHHaa 6e30nacHoCTb 1 3awmuTa MHopmaumn : yuebHuk / O. B. Mpoxoposa ;

CamapCKu1ii rocyLapCTBEHHbIN apXUTEKTYPHO-CTPOUTENbHbIN YHUBepcuTeT. — Camapa : Camapckui
rocy/,apCTBEHHbIN apXMTEKTYPHO-CTPOUTENbHbIN YHMBepcuTeT, 2014. — 113 c. // 36C YHuBepcuTeTcKan
6ubamnoteka. — URL: https://biblioclub.ru/index.php?page=book&id=438331

B) MHOOPMaLMOHHbIE 31EKTPOHHO-06pa3oBaTe/IbHble Pecypchbl:

Ne n/n NCTOYHUK

1 Bubnunoteka BIY, http://www.lib.vsu.ru

2 Cepsep yuyebHo-meToan4eckmx matepuanos PKH, \\fs.cs.vsu.ru\Library

3 O6pasoBaTesibHbli NopTan "INeKTPOHHbIN yHMBepcuTeT BIY", http://edu.vsu.ru

16. MepeueHb yuebHO-meTOAMUECKOrO 06ecneyeHna Ana CamocToATeNbHOM PaboTbl

Ne n/n NCTOUYHUK

1 Cepsep y4ebHO-Mmemoouveckux mamepuanos ®KH, \\fs.cs.vsu.ru\Library

2 ObpazosamernsHbili mopman "InekmpoHHsili yHusepcumem BIY", http://edu.vsu.ru

17. O6pasoBaTtesibHble TEXHONOrUU, UCNOJIb3yeMble NPU peannsauum yuebHoi AMCUUNINHDI,BKAOYanA
BAUCTaHUMOHHble obpa3soBaTesnibHble TexHonoruu (40T), aneKTpoHHoe o6yuyeHune (30), cmewaHHoe obyueHue):

Jlekunn-Bm3yanmsaLmm ¢ 4eEMOHCTPaUMEN UANOCTPATUBHBIX U rpaduUecKkux maTepuanos, aHMmaumm, 610K-cxem
aNropmMTMOB M MPUMEPOB UCXOAHOMO KOAa, AeMOHCTPaLIMeN BbINOAHEHMA KOMaHA, onepaLmMoHHOW CUCTEMON,
nabopaTtopHble paboTbl.

Mpu peannsaumm ANCLUUNAMHbI MOTYT UCMNO/b30BATbCA TEXHOIOMMKN 3EKTPOHHOrO 06YyYEHMsA N AUCTAHLMOHHbIE
o0bpasoBaTenbHble TEXHOI0MMM Ha 6ase nopTana edu.vsu.ru, a TakxKe gpyrve 4OCTynHble pecypcbl ceTn MHTepHeT.

18. MaTepMaanO-TEXHM‘IECKOE obecneueHune AUCUUN/INHDI:

1 JleKuMOHHaA ayauTopuA, OCHALLLEHHAA BUAEOMPOEKTOPOM.

2 KomnbloTepHblIi Knacc 418 NpoBeAeHUsA 1abopaTOPHbIX 3aHATUI, OCHALLLEHHbIM BUAEONPOEKTOPOM, KOMMbIOTEPAMM
¢ OC Windows ¢ ycTaHOBAEHHbIMU cpeaoin pa3paboTkn MS Visual Studio n BupTyanbHol mawmHoi VirtualBox ¢
obpasom onepalmoHHoli cuctembl GNU/Linux. O6bem cBoboaHow nocne 3arpy3kn OC onepatMBHOM NamMATH Ha
paboyee mecTo He meHee 4 b (TpebyeTca Ans BUPTYabHbIX MaLLMWH).

19. OueHouHble cpeacTBa ANA NPOBEAEHUA TEKyLEel U MPOMEXKYTOUHOM aTTecTauumi

MopsALOK OLLEHKN OCBOEHMA 0byYatoLLMMKUCA y4eBHOro maTepuana onpesensieTca CogepKaHnem cnesyoWmnx pasaenos

OMCUMNINHDI:
Ne Pasgenbl aucumnanHel Kog komneTteHumn  Kop uHamkaTopa OueHo4Hble cpeacTea
n/n (moaynn) ONA TEKyLWEen aTTecTaumm
1 OcHoBbI 3aLWMTbl MHGOPMALUK B OlK-9 OMK-9.11 CobecepnoBaHue

onepaynoHHbIX CUCTEMAX

2 OcHoBbI 3aLWMTbl MHGOPMALUK B OlK-9 OMK-9.12 CobecepnoBaHue
OonepaLMoHHbIX CUCTEMAX

3 AyTeHTUOMKaLmMa nonb3osatenen n  ONMK-11 OlnK-11.6 CobecenoBaHue
npoBepKa LLeIoCTHOCTU
nHdopmauun

4 AyanT B onepaLMOHHbIX CMCTEMAX OnkK-11 OMnK-11.7 CobecepnoBaHue



5 YnpasneHue AOCTYyrNnom OlK-11 OlK-11.8 CobecenoBaHue
PasrpaHnyeHmne goctyna B Unix n
Unix-noao6HbIx cuctemax
MeToabl 3aWwmnTbl UHGOPMALMN B
Linux
MeToabl 3aWwmnTbl UHGOPMALMN B
Windows
OcHoBbI ceTeBol 6e3onacHoOCTH

6 YnpasneHue nonb30BaTeNaImm B OlK-11 OlK-11.9 KoHTponbHasA paboTa
Linux
MN3yuyeHne noacmctemsbl sudo
KoHTponb LenoctHocTM dalinos B
Linux

7 N3yyeHne merkceTeBOro sKpaHa OnkK-11 OMnK-11.10 KoHTponbHas paboTa
Linux
N3yyeHne merkceTeBOro sKpaHa
Windows

8 MeToapbl 3aWmTbl MHGOPMaLMK B OlnK-12 OlK-12.2 CobecepoBaHue
Linux
MeToabl 3aLWmTbl MHGOPMALMK B
Windows

9 MN3yyeHre BO3MOMKHOCTEN ONnK-12 ONnK-12.4 KoHTponbHasA paboTa
(capabilities) Linux
N3yyeHune nsonauum pecypcos
Linux
N3yueHne nogcmcrembl seccomp

10 YnpasneHue nonb3oBaTensamm B OlK-13 OlK-13.1 KoHTponbHasA paboTa
Linux
MN3yueHne noacmctemsl sudo
N3yyeHne mexaHM3mMOB
OrpaHMyeHuA 3anycka nporpamm B
Windows

11 N3yueHne PAM OlK-13 OlK-13.2 KoHTponbHasA paboTa

MpomerKyTo4Has aTTecTaums

®opma KoHTpons - 3a4eT ¢ oLeHKol, KoHTponbHasa paboTta

OueHouHble cpeacTBa A/19 NPOMEXKYTOYHON aTTecTaumm

CobecepoBaHue

20 TunoBble oLeHOYHbIe CpeACTBa U METOAUYECKME MaTepuasbl, onpeaensiolme npoueaypbl OLLeHUBAHUA
20.1 TeKyLwKii KOHTPOJb YCNEBaeMOCTH

3apaHuUA K KOHTPOIbHOM paboTe

1. B onepaumnoHHoM cucteme GNU/Linux co3zaliTe y4eTHYO 3anmcb NCeBA0N0b30BaTENsA A1 3aMycKa NporpaMmmbl
date

2. B onepaumoHHol cucteme GNU/Linux onpeaenute npasuao sudo, KOTopoe No3BoASET No/ib30BaTeNto userl
BbIMONHATL OT UMeHU user2 KkomaHabl mkdir u rmdir



3. B onepaumoHHol cucteme MS Windows co3gaiTe yuyeTHyto 3anunck nosibsosatena Windows u paspewmte emy
BXOZ, B CUCTEMY TONIbKO C NOHeAe/IbHUKa No nATHULY ¢ 8 Ao 17 yacos

4. B onepaumoHHoi cucteme GNU/Linux onpegenute pasuno sudo, KOTopoe No3BOAAET YeHaM rpynnbl operaror
BbIMOIHATL KOMaHApbl /mount n /umount 6e3 BBoAa napons

5. B onepaumoHHol cucteme GNU/Linux co3gaiiTe npaBMao MEKCETEBOrO 3KpaHa /1A 3anpeTa A0CTyna C /IOKa/lbHOro
KoMnbtoTepa K canTy www.anekdot.ru

6. B onepaunoHHol cucteme MS Windows ¢ Mcnosib3oBaHMEM KOMaHAHOW CTPOKM co3hanTe npaBuio bpaHamayspa
AN 610KMMPOBKM BXOAALLMX 9X0-3aMNPOCOB B NYHANYHBIX CEeTAX

7. B onepaumoHHol cucteme GNU/Linux co3gaiiTe yueTHy0 3anmnchb noib3oBaTeNsl U OrpaHnybTe CPOK AENCTBMA ero
naponA nonb3osaTtensa Ao 10 gHel nocae yCTaHOBKM

8. B onepaumoHHoli cucteme MS Windows co3gaiiTe y4eTHyt0 3anncb HoBOro nosb3sosatensa Windows v orpaHuybTe
cpok ee gencteus go 10 gHel

9. B onepaumoHHoli cucteme MS Windows 3anpeTtute 3anyck peaaktopa peecrtpa

10. B onepaumoHHoi cnucteme GNU/Linux cosaainte coobuieHme, KoTopoe byaeT oTobparkaTbcA B KOHCOIM NpU
KaX40M BXoZe No/b30BaTeNs B CUCTeMy

OnucaHue TeXHONOTUMU nposeaeHuA

KOHTpO/IbHblE PabOoTbl BbINOMHAKOTCA HA KOMMbIOTEPE M HAa MPOBEPKY CAAETCA UCXOLHbLIV KOA UAW IMCTUHT KOMaHAbI
nHTepdelica KOMaHAHON CTPOKM

TpeboBaHMA K BbINOAHEHUIO 3a4aHUI (MU WIKaNbl U KPUTEPUMN OLLEHUBAHUA)

B KOHTpO/IbHOM paboTe BCe 3aAaHMNA OLeHMBaOTCA B 5 621108 (MakCMMaibHO BO3MOXHas CYMMa MPu BbINONHEHUM
BCex 3agaHunit — 50 6annos.). Mpu owMbKax B BbIMNOJHEHWUM 334aHMA UM HE MOJIHOM BbINOJIHEHMM OLLEHKA 3a 3a4aHune
cHuKaeTca. OueHKa 3a KOHTPO/IbHYIO PaboTy onpeaenseTca Kak cymma 6anios, HabpaHHbIX 3a BCe 3a4aHus.

20.2 MMpomerKyTouHana aTrecTraumsa
MepeyeHb BONpocoB K cobeceA0BaHUIO

1. O6uwue TpeboBaHUA K 3aLuTe MHGOPMaLMK. TeXHUYECKME U aAMUHUCTPATUBHbIE METOAbl 3aLLUUThI.

2. Monntnka 6esonacHoCTU.

3. YpoBeHb goBepua. OueHOYHble YPoBHU foBepus. Mpoduab 3amThbl.

4. YnpasneHue goctynom. O6beKTbl, CybbeKTbl, MeToapbl AocTyna. MNpaso aoctyna. Mpusunervsa. MonHomouums. Posb.
Cynepnonb3oBaTtesnb.

5. Tunosble mogenu ynpasneHuns Aoctynom (4atb obuiee onpeaeneHne AUCKPELMOHHOTO YNPaBAeHUs SOCTYNOM,

MaHAATHOrO yrnpaB/ieHMe AOCTYNOM U U30/IMPOBAHHOM NPOrpammHON cpeabl)

6. [ncKkpeumoHHoe ynpasnaeHue goctynom. Matpuua agoctyna. MaHAat BO3mMoXKHocTe. CMMCOK KOHTPOAA A0CTyna.

7. MaHngaTtHoe ynpasneHue goctynom. Mogens benna-/lanagynol.

8. WM3o0nunposaHHasa nporpaMmmHasn cpega.

9. AyTteHTMbMKauna nonb3osaTtenen. PakTopbl ayTeHTUOUKALMKU. OAHOPA30BbIN NAPOb.

10. MHorodakTopHas ayTeHTUdMKALMA. XpaHEHWE Napoe.

11. Anroputm nposepku LenoctHoct HMAC.

12. AyteHTudmnKauma HOTP Ha ocHOBe 04HOPA30BbIX NApoJIei.

13. AyteHTudMKauma TOTP Ha ocHOBe 04HOPA30BbIX Naponei.

14. Anroputm OCRA - anropuTm B3aMMHOM ayTeHTUOMKALMM Ha OCHOBE B3aMMOAENCTBMA 3anNpoCc-0TBET.

15. basoBaa mogzenb pasrpaHmyeHnsa goctyna B UNIX-nogobHbilt cuctemax. Macka goctyna ana ¢ainos v KaTaioros.

16. Yuet nonbsosateneit 8 UNIX-nogobHbiit cuctemax. ®aiin /etc/passwd. Yuet rpynn. XpaHeHue naponeit 8 UNIX-
nofo6HbIM cucTemax.

17. Ncesgononb3oBatenn. CtaHaapTHble nosb3oBatenn u rpynnbl B UNIX-nogo6Hbil cuctemax. Co3gaHve HOBOMO
nonb3oBaTens.

18. ®ainbl KOHPUIypaLUKM CUCTEMDI y4eTa Noab3oBaTenel B Linux. MHMLManM3aLma AOoMaLlHero Kataaora HoBOro
nonb3osatena. CtaHgapTHbIE YTUAUTbI YIPABAEHUA YYETHbIMU 3anmMcAmM B Linux.

19. Linux: Bxog nonb3oBaTensa B CUCTEMY.



20.

21.
22.
23.
24.
25.
26.
27.
28.

PAM. Mogaynu PAM. KoHdurypauma PAM. Kputepuu ycnewHon ayTeHTUGUKaumMn. PacluMpeHHbI CTUAb
KoHdurypaumm B Linux.

Cnu1CKKM KOHTPOAIA AOCTYMNa U AOMNOJIHUTE IbHbIE aTpubyThbl Ppainos B haioBbix cuctemax Linux.
Cuctema sudo. Mpasuna sudo. Paiin sudoers. KypHan sudo.

Ob6A3aTeNIbHbIM KOHTPO/Ib LIE/IOCTHOCTU U KOHTPO/b Y4eTHbIX 3anucei B Windows

OrpaHuyeHne Ucnonb3oBaHUA npunoxeHuin 8 Windows

MeskceTeBoM aKpaH Linux

MeskceTeBol 3kpaH Windows

Ayaut 6e3onacHocTM B Linux

Ayaut 6e3onacHoctv B Windows

OnucaHue TeXHONOrMMN NpoBeaeHns

CobecenoBaHue Npon3BoAMUTCA B GOpMe YCTHOro OTBETa Ha 3aJaHHbIi Bonpoc. Mpun HeobxoAMMoCTV NpenogasaTesb

MOXET 3a4aBaTb YTOYHAKOWME BONPOCHI.

Tpe60BaHMA K BbINONHEHUIO 3a4aHUIA, LWKA/bl U KPUTEPUMN OLLEHMBAHUA

OueHKa 3HaHUI, YMEHWUI 1 HaBbIKOB, XapaKTepu3yoLLas 3Tanbl POPMUPOBAHUA KOMMNETEHLMI B PaMKaX U3yYeHUs

ANCUUNNNINHDBI, OCYLLECTBNAETCA B Xo4e TEKyLIJ,Eﬁ n ﬂpOME)KYTOLIHOl‘;I aTTECTaLLMVI. I'IpM OUEeHMBAHUWN pPe3yiIbTaToOB
I'IpOME)-KYTOLIHOﬁ aTTectaummn Ncnonb3yeTca KonnyecteeHHana WKasia OUueHOK. OLI,EHI-(a 3a KOHTPOJIbHYHO pa60Ty

CKNaZblBAOTCA C OLLEHKOM, MOy4YeHHOW Ha cobeceoBaHMM, U pe3ynbTaT HopmupyeTca K 100 6anbHOM WKane.

MonyyeHHOe 3HaYeHne onpeaenseT ypoBeHb CHOPMMPOBAHHOCTM KOMMNETEHLMIM U UTOTOBYIO OLLEHKY (40CTaTOUHbI
— YZ0BNETBOPUTE/IbHO, XOPOLLO, OT/IMYHO UAN HEAOCTaTOUHbIN — HEeYA,0BETBOPUTEIbHO) COrIAaCcHO ceaytowei

WKane:

OLLeHKa «oTAMYHOo» - 90..100 6annos

oLeHKa «xopowo» - 70...89 6annos

OLLeHKa «yaoBsieTBopuTenbHo» - 50..69 6annos
OLeHKa «HeyaoBneTsoputenbHo» - 0..49 6annos



